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<insert employing entity> 
Privacy Policy

Policy Statement
This Policy outlines the personal information handling practices for Employees and prospective Employees of <insert employing entity> (the Company). 
The objective of this Policy is to set guidelines for the collection, disclosure, access, usage, correction, storage and security of personal information in a manner that complies with the Australian Privacy Principles (APP’s) as set out in the Privacy Act 1988 (Cth) (the Act).
The Company accepts that the general principles of confidentiality and privacy apply to the use and availability of its records. Where information about a person includes personal information, as defined by the Act (as amended), that person may quite reasonably expect that the Company will maintain confidentiality, except where disclosure is required for legitimate and legal purposes.
The Company will endeavour to ensure that all Employees of the Company are familiar with this Policy and other appropriate guidelines.

Definitions
	Authorised Access to Records
	The Company defines authorised access to that which is required from work-related purposes. For example, reaching selection decisions or providing vocational guidance.

	Personal Information
	Personal information is any information or an opinion about an identified individual, or an individual who is reasonably identifiable:	Comment by Luke Parrôt: Still current in accordance with the Privacy Act 1988 (Cth) 
whether the information or opinion is true or not; and
whether the information or opinion is recorded in a material form or not.
Some examples include name, address, telephone number, date of birth, medical records, bank account details, and opinions. 

	Sensitive Information
	Sensitive information is personal information that is more sensitive because of the propensity for it to be used to the prejudice of the owner of this information and includes:	Comment by Luke Parrôt: Also current 
health (including predictive genetic information);
bank account details;
racial or ethnic origin;
political opinions;
membership of a political association, professional or trade association or trade union;
religious beliefs or affiliations;
philosophical beliefs;
sexual orientation or practices;
criminal record;
biometric information/templates that is to be used for certain purposes.



Procedures
Collection of Personal Information
The Company will only collect personal information where the information is necessary for one or more of its functions or activities. The personal information the Company collects directly about an individual may include but may not be limited to:
information provided to the Company when an individual contacts or corresponds with the Company (e.g., name, date and place of birth, contact details, occupation and education/work history);
information on prospective Employees;
information on client contacts and prospective client contracts, including business relationship history;
information on supplier contacts; and
complaint details.
The Company will only collect personal information in a way that is fair, lawful and not intrusive.
The Company may also need to collect sensitive information about an Employee or prospective Employee, for example, to conduct psychometric testing and/or criminal history/background checks. The Company will not collect sensitive information unless the individual has consented, it is required by law or a permitted general situation or health situation exists in relation to the collection of the information. 

Use and Disclosure of Personal Information
· The Company will only use or disclose an individual’s personal information for the purpose for which it was collected or in circumstances related to public interest, such as law enforcement and public health.  The Company will only use and disclose an individual’s personal information for a secondary purpose that is related to the primary purpose for which it is collected if and where an individual would reasonably expect the Company to use or disclose their personal information for the secondary purpose.  
The Company will endeavour to receive an individual’s consent for disclosure of their information by way of writing. If necessary, verbal consent will be accepted and a file note or database record will be taken.

Access and Correction of Personal Information
An individual may request to access the personal information held by the Company about the individual. The Company will give the individual access to the personal information, unless such access is not allowed or required under the Act. The Company will not be permitted or required to provide access where:
· giving access would pose a threat to the life of any individual; or
· giving access would have an unreasonable impact on the privacy of other individuals; or
· the request for access is frivolous or vexatious; or
· denying access is required or authorised by or under law or court/tribunal order. 
Where providing access would reveal evaluative information generated within the Company, in connection with a commercially sensitive decision-making process, the individual requesting the information may be provided an explanation for the commercially sensitive decision rather than direct access to the information.
If an individual is able to establish that the information is not accurate, complete or up-to-date, the Company will take reasonable steps to correct the information so that it is accurate, complete and up-to-date.
Where an individual and the Company disagree about whether the information is accurate, complete and up-to-date, and the individual asks the Company to associate with the information (e.g., attach or link) a statement claiming that the information is not accurate, complete or up-to-date, the Company will take reasonable steps to do so.
The Company will provide reasons for a denial of access or a refusal to correct personal information.
All inquiries regarding access or correction in accordance with this Policy must be communicated to the [Insert Person/position ].

Storage of Personal Information (delete if not applicable) 	Comment by Luke Parrôt: Not sure whether it would be relevant specifically to this policy or the leave policy re storage of inforamtion re FDV leave 
The Company may store personal files in hard copy or electronically in our IT systems, which may include Australian-based cloud servers. 
The Company will take reasonable steps to protect personal information from misuse, loss and unauthorised access modification or disclosure.
Reasonable steps will be taken to destroy or permanently de-identify personal information if it is no longer needed for any purpose for which the information may be used or disclosed.
The following physical and electronic measures will be implemented:
· No personal information should be given over the phone unless it has been established that the person making the request has legitimate grounds to access the information and given proof of identity. 
· No personal information should be left on voicemail unless requested by the owner of the voicemail on the basis that the voicemail is secure. 
· Mail containing personal information should be labelled “Private and Confidential: Attention…” 
· Fax machines used for transmission of personal information should be secure. 
· Only authorised individuals should receive personal information and are not permitted to forward such information without consent. 
· Paper records containing personal information should not be copied unless it is essential to do so. 
· All paper records should be kept in lockable storage when not in use and should be shredded or burned when no longer required or governed by legislative time limitations. 
· The anonymity of client contacts should be maintained during presentations, consultation with other clients, suppliers and other members of the public, research activities and public events. 
· Personal information should not be left unattended, nor should it be discussed in public areas where others may overhear. 
Employees and other persons who are directly involved with the activities of the Company are required to consent to applicable confidentiality obligations in writing.

Complaints
If an Employee wishes to raise a complaint about how the Company has handled their personal information, the Employee should make the complaint in writing to [Insert Person/Position]. 
If the Company receives a complaint from an Employee about the manner in which it has handled the Employee’s personal information, the Company will determine what (if any) action should be taken to resolve the complaint.
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